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[bookmark: _Toc117747749]Policy
[bookmark: _Hlk38364130]This policy governs The Salvation Army's (TSA) management of personal information in the custody or control of TSA.
[bookmark: _Toc98353558][bookmark: _Toc98504619][bookmark: _Toc116367177][bookmark: _Toc116391337][bookmark: _Toc38052489][bookmark: _Toc39830645][bookmark: _Toc117747750]Purpose
[bookmark: _Hlk38364365][bookmark: _Toc72690773][bookmark: _Toc72691963]The purpose of this policy is to ensure TSA's practices meet legal obligations and standards related to privacy, and describes the responsibilities related to privacy associated with different roles within TSA.
[bookmark: _Toc39830646][bookmark: _Toc117747751][bookmark: _Toc38052495]Scope
[bookmark: _Hlk38364610][bookmark: _Toc98353561][bookmark: _Toc98504622]This policy applies to all personal information in the custody or control of TSA and applies to all TSA mission partners.
[bookmark: _Toc38052504][bookmark: _Toc39830659][bookmark: _Toc117747752]Definitions
	Term or Acronym
	Description

	Disclosure
	Disclosure means external disclosure - showing, sending, telling or giving some other organization or individual information. Disclosure can take various forms, including oral transmission of recorded information, by telephone or in person, by provision of personal information on paper, by facsimile copy or in another format and by electronic transmission through email, data transfer or the internet.

	Extent of access
	The amount and type of information to which a mission partner has access.

	Improper disposal of PI
	Disposal of PI that is not completed in accordance with TSA's policies.

	Legal requirements 
	Requirements that arise from legislation or contracts, including funding contracts, non-disclosure/confidentiality agreements and confidentiality statements. 

	Level of access
	The kind of access to information that a mission partner has (read-only or broader access, such as the right to modify, delete information, etc.)

	Manage
	To collect, access, use, copy, modify, store, convert the format of, deliver, disclose, transmit, handle, destroy, erase, dispose of.

	Mission Partner
	All officers, auxiliary-lieutenants, auxiliary-captains, envoys, cadets, employees (full-time, part-time, casual or on contract) and volunteers. 

	Personal Health Information (PHI) 
	PHI is personal health information as defined by the legislation that applies to a TSA ministry unit. PHI generally means identifying information, in oral or recorded form, about an individual, if the information relates to:
a) the physical or mental health of the individual, including health history of the individual's family,
b) providing of health care to the individual, including the identification of any person providing health care to the individual,
c) a plan that sets out the home and community care services for the individual provided by a health service provider,
d) payments, coverage, or eligibility for health care for the individual,
e) the donation by the individual of any body part or bodily substance of the individual, or is derived from the testing or examination of any such body part or bodily substance, 
f) the individual's health number, or
g) identification of an individual's substitute decision-maker.

	Personal Information (PI) 
	PI is personal information as defined by the legislation that applies to a TSA ministry unit. PI generally means any information about an identifiable individual and includes information such as a person's name, phone number or address, as well as factual and subjective information in any format (paper, electronic, audio, video, oral). It is also referred to as personally identifiable information (PII).

	Personal Information in TSA's control
	PI for which TSA is accountable, even if not in TSA's physical possession, e.g., PI in the custody of a third-party service provider under contract with TSA.

	Personal Information in TSA's custody
	PI in TSA's possession, accompanied by some right to deal with the information or some responsibility for its care and protection. 

	Privacy Incident 
	A privacy incident occurs when it is known or believed that any PI or PHI has been the subject of:
a) unauthorized collection, access, use, copying, modification, disclosure or destruction/disposal,
b) loss (including improper destruction/disposal) or theft, or
c) any other misuse or breach of privacy.

	Sensitive Personal Information 
(Bermuda only)
	Sensitive PI is any PI relating to an individual's place of origin, race, colour, national or ethnic origin, sexual orientation, sexual life, physical or mental disability, religious beliefs, political opinion, biometric or genetic information, health information, financial information and any other information that may be sensitive depending on the context.

	Supervisor
	A mission partner's direct report.

	Use
	Use generally means the use of information within TSA and includes the transfer of information to a third-party service provider.

	Use 
(Bermuda only)
	Use, in relation to PI means carrying out any operation on PI, including collecting, obtaining, recording, holding, storing, organizing, adapting, altering, retrieving, transferring, consulting, disclosing, disseminating or otherwise making available, combining, blocking, erasing or destroying.



[bookmark: _Toc39830647][bookmark: _Toc117747753]Roles and Responsibilities
[bookmark: _Toc98353564][bookmark: _Toc98504625][bookmark: _Toc116367182][bookmark: _Toc116391342][bookmark: _Toc98353565][bookmark: _Toc98504626][bookmark: _Toc116367183][bookmark: _Toc116391343][bookmark: _Toc98353566][bookmark: _Toc98504627][bookmark: _Toc116367184][bookmark: _Toc116391344][bookmark: _Toc98353567][bookmark: _Toc98504628][bookmark: _Toc116367185][bookmark: _Toc116391345][bookmark: _Toc98353568][bookmark: _Toc98504629][bookmark: _Toc116367186][bookmark: _Toc116391346][bookmark: _Toc98353569][bookmark: _Toc98504630][bookmark: _Toc116367187][bookmark: _Toc116391347][bookmark: _Toc117747754][bookmark: _Toc38052498][bookmark: _Toc39830651][bookmark: _Hlk36633528]Territorial Privacy Officer
Is responsible for:
Recommending updates to this policy and promoting compliance with it
Assisting MUs/DHQ/THQ departments with various privacy-related issues, including investigations into privacy incidents 
Processing complaints that are not resolved at the MU/DHQ/THQ department level and addressing privacy-related matters related to closed MUs.
[bookmark: _Toc117747755]MU/DHQ Privacy Officer, THQ Department Head (DH)
The corps officer or executive director of a MU is the MU's privacy officer. The divisional commander (DC) is the privacy officer of DHQ. A corps officer/executive director/DC/DH may designate a mission partner to perform this function or delegate their duties to a mission partner; such transfer of responsibility must be formally documented.
A DH or MU/DHQ privacy officer is responsible for: 
Receiving, processing and responding to inquiries about PI practices, personal information requests and privacy complaints
Investigating departmental privacy incidents, completing and submitting an FRM Privacy Incident Report to the territorial privacy officer
[bookmark: _Toc98353573][bookmark: _Toc98504634]In addition, a MU/DHQ privacy officer must fulfill any additional obligations that are specific to the privacy officer role in the jurisdiction or at that location
[bookmark: _Toc117747756]Supervisors
Supervisors are responsible for:
Ensuring that mission partners manage PI in accordance with privacy requirements 
Reporting privacy incidents to the privacy officer/DHs
[bookmark: _Toc117747757]Mission Partners
Mission partners are responsible for:
Managing PI in accordance with privacy requirements 
Reporting privacy incidents to their supervisor
[bookmark: _Toc117747758]Policy Requirements
[bookmark: _Toc117747759]Compliance with Legal Requirements 
MUs/DHQs must comply with the privacy-related legislation and contracts that apply to their operations. 
[bookmark: _Toc98504640][bookmark: _Toc98504641][bookmark: _Toc98504642][bookmark: _Toc98504643][bookmark: _Toc98504644][bookmark: _Toc98504645][bookmark: _Toc117747760]Alignment with Privacy Law Principles 
[bookmark: _Toc117747761]Purpose, Consent, Limiting Collection, Uses and Disclosures
Any collection, use or disclosure of PI must be for a purpose that a reasonable person would consider appropriate in the circumstances 
The amount and type of PI collected, used or disclosed must be limited to what is directly relevant and necessary to accomplish the purpose identified
An individual must be informed of: 
The purpose(s) for which the individual's PI is to be collected, used or disclosed;
The types of PI that are to be collected, used or disclosed;
The manner in which/means by which PI is to be collected, used or disclosed;
 How PI is to be used;
The third parties or types of third parties to whom PI may be disclosed;
The rights that the individual has regarding PI, including the right to access PI, correct PI and withdraw consent regarding further collection, use or disclosure of the individual's PI; and 
If the PI is collected in Quebec, the possibility that the information may be shared outside Quebec, if applicable.
The above information must be communicated to the individual before or at the time of collection and must be documented.
Collection, use and disclosure of PI must occur only with the consent of the individual unless the applicable legislation allows for an exception to this rule. An additional purpose/use/ disclosure of PI requires further consent from the individual.
An individual who refuses to consent to the collection, use or disclosure of PI must not be denied services, unless there are legitimate reasons for the denial of service, such as legal requirements, which must be explained to the individual.
An individual may withdraw consent to the further collection, use or disclosure of the individual's PI, subject to applicable legal or contractual restrictions and subject to reasonable notice. In such a case, the individual must be informed of the implications of withdrawal and the information provided must be documented. 
[bookmark: _Toc98353581][bookmark: _Toc98504648][bookmark: _Toc72673936][bookmark: _Toc117747762]Accuracy, Accountability, Openness, Limiting Retention
PI collected, used or disclosed must be as accurate, complete and current as possible.
The title and office contact information of the person who can respond to questions about PI practices must be made available to mission partners and to members of the public. 
Where third-party service providers manage PI on behalf of TSA, the PI must be protected by adequate contractual provisions.
PI must be retained only as long as necessary to fulfill the purpose for which it was collected or to comply with legal requirements. Where PI has been used to make a decision about an individual, it must be retained long enough to allow the individual to access the PI, as required by IT 04.001 Data Retention policy and disposed of as required by IT 04.002 Data Destruction policy.
[bookmark: _Toc117747763]Individual Access, Challenging Compliance
Information about how to make a PI request/privacy complaint and to whom such a request/complaint should be directed (the person's job title, business contact information) must be made available to mission partners and to members of the public.
[bookmark: _Toc98353583][bookmark: _Toc117747764]Safeguards
PI must be managed in a secure manner. This requires PI is always protected by physical, administrative and technical safeguards that are appropriate given the sensitivity and other characteristics of the PI involved. PI must be protected from loss, including improper destruction/disposal, from theft and from unauthorized action, including unauthorized access, collection, use, disclosure, copying, modification and destruction/disposal by people from within or outside TSA. 
Access to PI must be strictly limited to authorized mission partners only. Where access is required, the extent and level of access must be limited to what is necessary for the performance of the authorized mission partner's duties. Mission partners are required to sign confidentiality agreements.
[bookmark: _Toc116367200][bookmark: _Toc116391359][bookmark: _Toc116367201][bookmark: _Toc116391360][bookmark: _Toc116367202][bookmark: _Toc116391361][bookmark: _Toc116367203][bookmark: _Toc116391362][bookmark: _Toc116367204][bookmark: _Toc116391363][bookmark: _Toc116367205][bookmark: _Toc116391364][bookmark: _Toc116367206][bookmark: _Toc116391365][bookmark: _Toc116367207][bookmark: _Toc116391366][bookmark: _Toc116367208][bookmark: _Toc116391367][bookmark: _Toc117747765]Personal Information Requests (PIRs)
A funder's process regarding the processing of PIRs must be followed. In the absence of a funder-required process, individuals may make PIRs directly to TSA for the purpose of:
Accessing, updating or correcting their PI that is in the custody/control of TSA;
Withdrawing consent to TSA's continued collection, use or disclosure of their PI;
Exercising other rights, such as erasure of PI or transfer of PI, in jurisdictions where such rights exist.
When granting access to PI is not a legal requirement, TSA may limit access to PI.
[bookmark: _Toc117747766]Privacy Complaints
[bookmark: _Hlk98356138]Individuals may make a privacy complaint about the way in which their PI was managed by TSA or about how their PIRs were processed by TSA.
[bookmark: _Toc38052501][bookmark: _Toc39830658][bookmark: _Toc117747767]Policy Compliance
Compliance with this policy is mandatory.  Non-compliance may lead to disciplinary action as determined by TSA and could constitute an offence under applicable legislation.  All mission partners are responsible for reporting policy violations.
[bookmark: _Toc98353590][bookmark: _Toc98504656][bookmark: _Toc98353591][bookmark: _Toc98504657][bookmark: _Toc98353592][bookmark: _Toc98504658][bookmark: _Toc98353593][bookmark: _Toc98504659][bookmark: _Toc98353594][bookmark: _Toc98504660][bookmark: _Toc98353595][bookmark: _Toc98504661][bookmark: _Toc38052507][bookmark: _Toc39830660][bookmark: _Toc117747768]Procedure Links
PRO - Safeguarding Personal Information
[bookmark: _Toc98353597][bookmark: _Toc98504663][bookmark: _Toc38052508][bookmark: _Toc39830661][bookmark: _Toc117747769][bookmark: _Hlk38366219]Form Links
FRM Confidentiality Agreement for Mission Partners
FRM Personal Information Request
FRM Privacy Complaint
FRM Privacy Incident Report
FRM Privacy Questionnaire for Third-Party Service Providers
FRM Sample Client Consent
[bookmark: _Toc98353599][bookmark: _Toc98504665][bookmark: _Toc38052509][bookmark: _Toc39830662][bookmark: _Toc117747770]Related Policy and Document Links
SUP Guidelines: Applicable Privacy Legislation
SUP Guidelines: Collection of personal data: Social Insurance, Personal Health, Driver's License and Passport Numbers
SUP Guidelines: Contractual Provisions
SUP Guidelines: Personal Health Information Definitions
IT 02.001 Computers and Information Technology Acceptable Use
IT 02.002 Information Security
IT 04.001 Data Retention
IT 04.002 Data Destruction
IT 04.003 Data Classification
Destruction of Devices and Media Policy (under development)
[bookmark: _Toc38052510][bookmark: _Toc39830663][bookmark: _Toc117747771][bookmark: _Hlk38368238][bookmark: _Hlk32055809]Approval and Document Control
Approved by:
Territorial Management Board
Canada and Bermuda Territory
Only the online version of this operating policy is official and current.
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